NAVORI

HOW TO SETUP AZURE AD SSO VS QL MANAGER
For configuring Azure ad SSO vs gl manager there is the below requirement

1. You should have access and privilege of entra.microsoft.com
2. Ql server must be 2.7.5 + version.

Login to https://entra.microsoft.com

1. Click on application >Enterprise application
2. + New application

F Search resources, services, and docs (G+/)

Home > Enterprise applications
A Home = —
i Enterprise applications | All appllcatlons[ X
Navori - Azure AD for workforce
% Favorites v
4 New application | (amgefresh L Download (Export) @ rreview info Columns & Preview features &7 Got feedback?
Overview
®  identity ~
@ overview View, filter, and search applications in your organization that are set up to use your Azure AD tenant as their Identity Provider.
) =T gnose and solve problems The list of applications that are maintained by your organization are in application registrations.
A users v - _
Manage > search by application na Application type == Enterprise Applications < Application ID starts with > 7 Add filters
0 Groups N Al applications 73 applications found
Name 1 Ohiect IN Annlication In Homenaoe LRI Created on 1 Certificate Fxniry Status Identifier LRI (Fntity 1ID)
& Devices v B Application proxy
& User settings
B Applications A 9
8% App launchers .
| enterprise applications *
] Custom authentication extensions
) (Preview
App registrations
Security
& Pprotection 2
{23 identity governance v .
@ Consent and permissions
P External Identities v
Activity .
£ Showoce D signinlogs
il Usage & insights
& Protection 7
W Audtt logs
= & Provisioning logs
& Identity governance v
Access reviews
B, Verifiable credentials v @ Admin consent requests .

% Bulk operation results

# Permissions Management
Troubleshooting + Support

2 A
& Lowen & sippost & New support request

G-

In the next screen Enterprise application > all applications> Browser Azure AD gallery

1. Create your own application.
2. Create your own application put an application name
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https://entra.microsoft.com/

NAVORI

P Search resources, services, and docs (G+/)

Enterprise applications plications i i
A Home a ; Create your own application
rowse Azure AD Gallery
X Favoiites oo Got feedback?
Create your own application Got feedback?
If you are devel ur ovn application, using Application Proxy. or want to integrate an
D identity O The Azure AD App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (SS0) and automated user provisioning. When deploying ar ~ application that In the gallery, you can create your own application here.
to their apps. Browse or create your own application here. if you are wanting to publish an application you have developed into the Azure AD Gallery for other
@® overview What's the name of your app?
) search application Single Sign-on : All User Account Management : All Categories : All | corp-sso
R users v
e «  Cloud platforms What are you looking to do with your application?
O configure Application Proxy for secure remote access to an on-premises application
& Devices N Amazon Web Services (AWS) Google Cloud Platform Oracle (O Register an application to integrate with Azure AD (App you're developing)
(®) Integrate any other application you don't find in the gallery (Non-gallery)
B pplcations A
We found the following applications that may match your entry
Enterprise applications * aWs We recommend using gallery applications when possible.
App registrations ﬁ Envi MMIS
Google Cloud
& Pprotection b
83 identity governance v
i external Identities S On-premises applications
Show more 2 o o %
Add an on-premises application Learn about Application Proxy On-premises appl
Configure A AD App! Pr n P re rem Aul ating, up
& Protection W navite
& Identity governance v
D rederated $SO @ Provisioning
B Verifiable credentials v

Featured applications
# Permissions Management

2 Leam & support ~ "‘

Adaka - .

Atlassian Cloud

32

Adobe Identity
Management (SAML)

In application overview.

Click on Setup single sign-on.

AWS Single-Account
Access

aws

2 search resources, services, and docs (G+/)

Home >
A Home
Corp-SSO | Overview X
- Enterprise Application
X Favorites ~
«
Overview Properties
S identity ~ P
Deployment Plan Name
@ overview
# Diagnose and solve problems Corp-550 n
8 Users v Application ID
Manage
bc5a59b8-6ad2-44c0-0767- .. )
. Groups NIl properties
ObjectiD (@
£ Devices v & Owners f488b690-d886-45aa-97f3ff.. M
4 Roles and administrators .
& Applications Getting Started
& Users and groups
Enterprise applications *
I B e 9 single sign-on
App registrations @ provisioning 1. Assign users and groups _:)) 2. Set up single sign on (83 3. Provision User Accounts
g — o Application proxy Provide specific users and groups Enable users to sign into their application Automatically create and delete user
access to the applications using their Azure AD credentials accounts in the application
C  self-service Assign users and groups Get started Get started
{2} Identity governance ~
Custom security attributes
i External Identities v
Security
Show more B
Conditional Access ©C 4 Selfservice
°. bermissions Enable users to request access to the
2. Protection v application using their Azure AD
© Token encryption credentials
Get started
Identity governance N Aty
2D sign-in logs
& Verifiable credentials % .
i Usage & insights What's New
Audit logs T
4 Permissions Management 9 9 Sign in charts have moved!

Vi
& Provisioning logs The new Insights view shows sign in info aleng with ather useful application data, View insights

2

Leamn & support A~ - X
Delete Application has moved to Properties

You can now delete your application from the Properties page. View properties

= Access reviews

Tranhlachantinn + Sunnart

JD Molecule Sdn Bhd (844324-v)
Wisma JDM, 12, Jalan Astaka L, U8/L, Bukit Jelutong Business & Technology Center, tel +603.7846.6018
40150 Shah Alam, Selangor, Malaysia

fax +603.7846.6068 email outsource@jdmolecule.com
website www.jdmolecule.com

skype jdmolecule




NAVORI

In the next screen single sign On Click on SAML

Microsoft Entra admin center & search resources, services, and docs (G+/)

Home > Corp-$50

f Home
3 Corp-SSO | Single sign-on - X
Enterprise Application
k  Favorites ~
«
~ e A & overview Single sign-on (SS0) adds security and convenience when users sign on to applications in Azure Active Directory by enabling a
ety . ‘ user in your organization to sign i to every application they use with only one account. Once the user logs into an application,
o Deployment Plan that credential is used for all the other applications they need access to, Learn more.
Overview
X Diagnose and solve problems
g p
8 users ~ "
anage Select a single sign-on method  Help me decide
. Groups NIl properties
B Devices N~ & Owners
Disabled {:3 SAML e' Password-based
A & Rolesand administrators ® Single sign-on is not enabled. The Rich and secure athentication to Password storage and replay using a
Applications
2 Users and groups user won't be able to launch the app applications using the SAML (Security web browser extension or mabile
[ e . * group from My Apps. Assertion Markup Language) protocol. app.
nterprise applications
3 Single sign-on
App registrations @ provisioning
B Pprotection N B Application proxy
G Self-service
2 Identity governance v

Custom security attributes O() Linked

Link to an application in My Apps

e :] v
18 External Identities and/or Office 365 application
Security launcher.
** Show more
Conditional Access
. £ Permissions
& Protection ~
@ Token encryption
(2] Identity governance N Activity
2 sign-in logs
&, Verifiable credentials ~

@ Usage & insights

Audit logs
# Permissions Management . <

& Provisioning logs

£ Leam & support A
= Access reviews

Tranhlachnntinn + Sunnart

after clicking on SAML it will show you the next screen look like below.
Edit Basic SAML configuration

1. Identifier (Entity ID) you need to put a complete URL with your domain name like the below
example.

https://domainname/NavoriService/ADFS.aspx Replace domainname text with your domain name and put
it in Identifier (Entity ID) & in Reply URL (Assertion Consumer Service URL)

2. Save
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NAVORI

2 Search resources, services, and docs (G+/)

Home > Corp-$50
A Home X
Corp-SS0O | SAML-based Sign-on
*  Favorites v
“ T Upload metadatafile ) Change single sign-on mode
S identity ~
Deployment Flan < Single S On with SAML The unigue ID that identifies you lication to Azure Active Directory. This value must be unique across all applications in your
@ overiew et up Single Sign-On wit! Azure Active Directory tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.
# Diagnose and solve problems
An S50 implementation based on federation protocols improves security, reliabiliy, a Default
R Users . implement. Choose SAMIL single sign-on whenever possible for existing applications tl
anage
9 more. https:// naveri.com/Navoriservice/ADFS.aspx v
o Groups v 1
Il properties Read the configuration guide & for help integrating Corp-SSO. Add identifier
& Devices & Owners o
Basic SAML Configuration - -
B Applications N & Roles and administrators | Reply URL (Assertion Consumer Service URL) * ¢
2 Users and groups Identifier (Entity ID) Required The reply URL & where the application expects (o receive the authentication token. This is also referred to os the “ssertion
(| Etapmie eppiietae * Reply URL (Assertion Consumer Service URL) Required Consumer Service” (ACS) in SAML.
D single sign-on Sign on URL Optional
Relay State (Optional) Index Default
App registrations @ Provisioning Logout Url (Optional)
navoris ) -
& Protection I npplication proxy httpsi// navori.com/NavoriService/ADFS.aspx ]
id reply URL
© seff-senvice
{2 identity governance ~ e Attributes & Claims
om seaurity attributes
{5 cxternal Identities v A Fill out required fields in Step 1 Sign on URL (Optional)
Security givenname user.givenname Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL for your
Show more surmame user.surname application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.
emailaddress user.mail
o b name useruserprincipalname Enter 3 sign on URL v
2 Protection ~ © Permissions Unique User Identifier user.userprincipalname
© Token encryption
Relay State (Optional) ¢
Identi ~ o
lentity governance Activity © SAML Certificates The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a URL
D signin logs or URL path that takes users to a specific location within the application.
- ) Toks rtificat
B Verifiable credentials v oken signing certificate -
i Usage & insights Status Active ‘ Enter a relay state
Thumbprint F8A23743D9CD4TBEDTATFCE
Audit |
> R TR & auditlogs Expiration 10/2/2027, 11:36:49 PM
& Provisioning logs :at\f:a;\un:mar\\; e r.vashistha@navori.cam Logout Url (Optional)
~ ]
£ Leam & support N PP Feceration Metadata Ur hitps://login.microsoftonlin 1. o/ ic used to send the SAML logout resporse back to the application.
= Access reviews Certificate (Base64)

[Enter a logout url

Certificate (Raw)

Tranhlashnntinn + Sunnart ottt bt

The next screen will look like as below

A search resources, services, and docs (G+/)

Home > Enterprise applications | All applications > 3-S50
A Home
-SSO | SAML-based Sign-on X
Enterprise Application
% Favorites v
“ T Upload metadata file ) Change single sign-on mode Test this application & Got feedback?
Overview
& identity ~
[} Deployment Plan Set up Single Sign-On with SAML
@ overview X o o eol ol
iagnose and solve problems
d P An 550 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
L users v implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpeniD Connect or OAuth, Learn
Manage more.
' Groups v n
Il properties Read the configuration guide ¢ for help integrating Corp-550.
I Devices ~ £ Owners o
Basic SAML Configuration
B Applicas 4 Roles and administrators & Edit
pplications
25 Users and groups Identifier (Entity ID) https:// navori.com/NavoriService/ADFS.asps
I BT i * Reply URL (Assertion Consumer Service URL)  https:// navori.com/NavoriService/ADFS.aspx
2 single sign-on Sign on URL
Relay State (Optional)
App registrations. 2 i
PP reg 2 Pprovisioning Logout Url (Optional)
B Protection v B application proxy
G Self-senice
{23 identity governance ~ e Attributes & Claims 2 et
istom security attributes
9 Exernal dentities v givenname user.givenname
security sumame user.surname
— emailaddress user.mail
onditional name user.userprincipalname
Unique User Identifier user.userprincipalname
& Protection v « Permissions
© Token encryption o
SAML Certificates
Identity governance O aaivity
Token signing certificate -
D sign-in logs Status i
B Verifiable credentials v Thumbprint
Usage & insights umbprint
Expiration
& Audit logs Notification Email
~ .
Betnizbpplanenent . . App Federation Metadata Url
M Provisioning logs
£ Leam & support ~ Certificate (Base6d)

Tranhlachnntinn + Sunnart

Access reviews Certificate (Raw)

Federation Metadata XML

Download

Now there need to provide Application permission to the user for this click on Manage> users and group.
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NAVORI

Microsoft Entra admin center 2 Search resources, services, and docs (G+/)

Home > p-550

A Home
i S -§SO | Users and groups - e X

Enterprise Application

K Favorites v
e e “ Columns | & Got feedback?
i ~ Diagnose and solve problems
S identity X viag P @ The application will appear for assigned users within My Apps. Set visible to users?' to no in properties o pravent this. —
@ overview Manage
a 11l Properties Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application regstration
Users ~ !
2 Owners
B Groups ~ ‘/” First 200 shown, to search all users & gr.
£. Roles and administrators
Display Name Object Type Role assigned
£ Devices ™ | & users and groups
No application assignments found
B3 applications A D single sign-on
® provisionin
| enterprise applications * 9
£ application proxy
App registrations
C self-service
G Protection ~ Custom security attributes
{2} identity governance N securty
il External Identities v onal A
e - 2 Permissions
@ Token encryption
i v
& Protection Activity
3 sign-in logs

Identity governance v

Usage & insights

. Verifiable credentials v @ Auditiogs
& Provisioning logs
@ Permissions Management 7= Access reviews
& Leam & support ~ Troubleshooting + Support
« 2 New support request

After clicking on users and group next screen look like the below to add assignment > users and group >
select users or group which you want to access Qlmanager with Azure AD.

fome > Corp-$SO | Users and groups »
A Home : . Users and groups
Add Assignment

Navar
% Favorites v
@ Try changing or adding filters if you don't see what you're looking for. Selected (0)
R
® Identity A
el No items selected
@ overview .
R users v Al Users  Groups
o Groups v
Name Type Details
&5 Devices v
o
&
|8 pplcations ~ =
] &
d -
Enterprise applications * T s
App registrations ] &
& Protection v ] &
{23 (dentity governance v O &
- a
07 External Identities v J
] &
- Show more =
O s
& Protection N ] &
] &
& Identity governance v 0O &
O =
B Verifiable credentials v
] &
# Permissions Management ] &
1 &

&  Leamn & support ~
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NAVORI

Qlmanager SSO configuration steps:
Login to glmanager with a root admin account and click on Domain and user management.

In Domain and User management you can see Domain filed now need to click on the Home icon > right
click > edit

Domain and User Management

DOMAINS Add VIEW
an

Right click on Home icon

In Domain and User management you can see Domain filed now need to click on the Home icon > right
click > edit

it will look like below.

need to create an SSO account for the default user looks in the below next screen.

The status shows below.

SSO> Active

Address: copy this address from SAML-based Sign-on> Set up ABC-SSO (see in next screen)
Select sso user as the default user

Generate certificate
click on OK

nhkwnNeR
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NAVORI

Navori

0-

importexport
4-4c90-8ecd-c249f8cb654a/ TR |

url

No certificate

Certificate present

coneel

For this, you need to create an SSO account for the default user looks in the below screen.

SSO

GENERAL ACCOUNT ASSIGN PROFILE

Mavari 550 {groug) - Admin
0 7

ss0 ss0 Al Alerts

Aug 14, 2023 All Events

Aug 14 2024 Naone

1P Restriction. E-mail Notification

Address SAML-based Sign-on> Set up ABC-SSO

Copy this and put it in the Address field in QiImanager domain and user management.
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NAVORI

Microsoft Entra admin center 2 Search resources, services, and docs (G+/)

Home > Enterprise applications | All applications > Corp-550

A Home K
SSO | SAML-based Sign-on - X
Enterprise Application
K Favorites v
“ T Upload metadatafile ) Change single sign-on mode  #= Test this application | & Got feedback?
S Identity ~ B overview Unique User Identifier user.userprincipalname
fenti
Deployment Plan
@ overview
. Diagnose and solve problems (2] SAMIL Certificates
R Users v
Manage Token signing certificate -
0 Groups ~ 1l properties Status
Thumibsprint
B Devices v & Owners Expiration
Netification Email
- & Roles and administrators App Federation Metadata Url
£ Users and groups Certificate (Base64) o
| Ericree Tl * Certificate (Raw) Download
D single sign-on Federation Metadata XML Download
App registrations 2 Provisioning
8 mowmmn o ¥ application proxy Verification certificates (optional) £ ki
Required No
€ self-service Active 0
{2} identity governance ~ Eipired 0 . .
- Custom securiy attributes Copy this and putin Address
HE  External Identities v 2 M 3
Securty o field in admin and user
- show more Set up Corp-550
Condiionl Access management
B You'll need to configure the application to link with Azure AD.
) & Permissions /
& Protection v Login URL https://login.microsoftonline,com/c608ba6f-7add-... [ \
© Token encryption Azure AD Identifier
(&) Identity governance ity Logout URL
D sign-in logs
B Verifiable credentials v R e
il Usage & insights Test single sign-on with Corp-SSO
# Permissions Management & Audit logs Test to see if single sign-on is working. Users will need to be added to Users and groups before they can sign in.
& Provisioning logs =
& Leam & support ~
7= Access reviews

Tranhlashnntinn + Sunnart

the configuration is complete .

Test single sign-on with ABC-SSO>Test to see if single sign-on is working. Users will need to be added to
Users and groups before they can sign in.

also, you can verify to login in to manager >click on SSO authentication > it will redirect you to Microsoft
login > put your email id and password > it will redirect to your Qlmanager login

Login
Password

English -

Connection Forgot Passwerd?

Active Directory Authentication

Version: 2.8.0, Published on: July 24, 2023 3:36 PM
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NAVORI

Please note that for SaaS customers using SSO configuration per tenant, only a single SSO application can
be active within the Microsoft Entra ID (Azure AD) environment. This means:

e Each tenant can have only one SSO application for the SaaS service.
e Asingle Identifier (Entity ID) is allowed per tenant.
e If an application is already using the identifier https://saas.navori.com/NavoriService/ADFS.aspx, a

second application cannot be registered with the same identifier.

In case facing any issue related to configuration, please open a support ticket!
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